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Abstract

In the recent years, Voice over Internet Protocol (VoIP) is the most popular technology
and will be a kind of killer application. Since Wireless Local Area network (WLAN) has a
characteristic of mobility, people who use VoIP over WLAN can be more convenient. In the
WLAN, IEEE 802.11e can support VolIP with better Quality of Service (QoS). However,
802.11e doesn’t consider the time-varying condition of wireless channel. It needs an adaptive
mechanism to complement it. Thus, in this thesis, we implement a cross-layer adaptive VolP
application which can use a suitable codec according to current channel condition. Besides, we
also implement a policy-based 802.11e WLAN to protect the right of user who has applied
real-time services. The experiment results show the proposed cross-layer adaptive VoIP

application can archive better performance than the fixed one.
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Chapter 1

Introduction

Voice over Internet Protocol (VoIP) has become the most popular technology.
People are amazed at its benefit which is low cost; therefore we believe that VoIP
will be a kind of ”Killer Application”. Note that VoIP works under a network
coverage. Wireless Local Area Nétwork’(WLAN) extends the network coverage
and provides network acces§ for WLAN wusers. Applying VoIP upon WLAN is
called as ”Voice over WLAN (VoWLAN)”. In the future, the coverage of WLAN
can be extend to all the living areas and:-VoWLAN will be similar to the cellular
phone that we use it to talk everywhere;

VoIP is a real-time application, which has some strict Quality of Service
(QoS) requirements, such as delay, packet loss and jitter limitation. For example,
VoIP cannot afford the one-way delay of application larger than 150 millisecond
(ms), in this situation VoIP users may consider the voice quality too bad. How-
ever, WLAN has two crucial limitations, which are low bandwidth and channel
variation. Since the bandwidth of WLAN is lower than wired network, if there is
a large amount of traffic transmitted in the WLAN at the same time, it will affect

the quality of VoIP application. WLAN channels can be affect by interference,



propagation loss, and multi-path fading, therefore the channel condition varies
with time. The varying channel makes the quality of VoIP unstable and may have
a large delay or packet loss.

Many cities establish 802.11 WLAN in their subway stations and campuses
have 802.11 WLAN in their buildings. However, 802.11 cannot support QoS by
itself, it is just a general MAC protocol. To solve this problem, IEEE Working
Group E enhances ITEEE 802.11 to support QoS and they call this new protocol
"IEEE 802.11¢” [1]. 802.11e gives VoIP traffic higher priority than best effort
traffic, so VoIP traffic has more chance to transmit packets and VoIP application
can performs better in 802.11e than 802.11. Even though 802.11e can support
QoS, it cannot guarantee QoS with its time varying channel. The parameter set
and scheduling methods of the original 802.11e protocol is fixed and cannot adapt
to varying channel condition, therefore it néeds some adaptive mechanism.

There are two kinds of mechanisnis which-can do some adaptation according
to channel condition. First;yone adapts 802.11e MAC parameters to current chan-
nel condition. Adaptive EDCE (AEDCF) [2] increases goodput by adapting CW
parameter to reduce the number of collisions when network load is high. Second
method is the cross-layer mechanism. High layer protocol uses lower layer in-
formation to change their scheduling routines or protocol parameters. In [3], they
proposes a cross-layer communication scheme for video stream over 802.11 WLAN.
In this scheme, video streaming application can obtain the link layer information
to adapt to various kinds of scenarios.

In order to give IEEE 802.11e protocol the ability to adapt to a varying
environment, thus VoIP over WLAN can perform well enough. We propose and

implement a cross-layer adaptive VoIP application over 802.11e WLAN. Our VoIP



application dynamically changes the voice codec according to current channel con-
dition which is reflected by Received Signal Strength Indication (RSST)which is
the signal strength between mobile station and Access Point (AP). Besides, our
WLAN is a policy-based 802.11e WLAN; it can guarantee that only traffic gener-
ating from user who has applied special service like VoIP will be served as higher
priority. Using policy-based network can realize the concept of ”paying user fee”
to protect user’s right.

The remainder chapters of this thesis are organized as follows: chapter 2 gives
related works and some background knowledge. Chapter 3 states our policy based
802.11e WLAN architecture and cross-layer adaptive VoIP application mechanism.
The experiment environment and performance evaluation are given in chapter 4.

The conclusions and future work are given in chapter 5.



Chapter 2

Related Works and Background
Knowledge

In this chapter, first, we will give related works about QoS of VoIP which
includes 802.11e, adaptive VoIP codec and cross-layer mechanism. Then, we will

introduce the background knowledge used to. implement our proposed scheme.

2.1 IEEE 802.11é& Wireless LAN

2.1.1 Overview

In this section, we briefly introduce the IEEE 802.11e protocol. 802.11e is
a Medium Access Control (MAC) Protocol proposed by IEEE Working Group E.
802.11e enhances the MAC procedures of 802.11 to support some specific LAN
applications (e.g. voice, audio and video application) to meet their Quality of Ser-
vice (QoS) requirements over IEEE 802.11 WLAN. 802.11e has become the IEEE
standard. Corresponding to the DCF and PCF in 802.11, the hybrid coordina-
tion function (HCF) of 802.11e combines functions from DCF and PCF with some
enhanced QoS-specific mechanisms. HCF consists of two channel access method,

Enhanced Distributed Channel Access(EDCA) and HCF Controlled Channel Ac-



cess (HCCA). In this thesis, we only focuses on EDCA.

2.1.2 EDCA

EDCA enhances DCF by adding a new concept ,called as Access Category
(AC). With this concept, EDCA classifies all network traffics into four kinds of
ACs and takes different action on different AC, thus traffics can be prioritized.

In a station having EDCA, each AC owns its transmission queue and trans-

mission parameter set. These parameters include:

e Arbitrary InterFrame Space Number(AIFSN)

ATFS is correlated with the DIFS in 802.11. Stations must wait the network
medium being idle for a AIFS time before starting backoff. We can use AIFSN

to derive the value of AIFS, awhich is explained by eq 2.1.

AIFS[AC) = AIFSN{AQ] x aSlotTime + aSIFSTime (2.1)

e Maximum Contention"Window (€W, )
CW,,4z is the same as it in '802.11, which defines the value of maximum
contention window.

e Minimum Contention Window(CW,,;,,)
CW,,in is the same as it in 802.11, which defines the value of minimum
contention window.

e Transmission Opportunity (TXOP)

The maximum interval of time in which the station can transmit data since

it has obtained the access right.



Since each AC has its own parameter set, the value of AIFS and Contention
Window (CW) size depend on AC.

Figure 2.1 displays the contention procedure which is illustrated by two ACs.
AC_0 can has more chances to obtain the medium access right by two reasons.
First, the AIFS of AC_1 is longer than AC_0 which implies that the frame of AC_1
must wait loner than AC_0 before it can start backoff procedure. Second, the
random backoff value is chosen among ( 0, CW(AC) ), but CW(1) is larger than
CW(0), thus the random backoff value of AC_1 is bigger than AC_0. From these

two reason, we can figure out why AC_0 has more access chance than AC_1.

AIFS[1]

AIFS[0]

&
<

\ 4

| Medium Busy |

Figure 24: 8024l1e cdntention procedure.

Traffics in one stationjare classified and then put in their traffic queue where

they are waiting to send. Figure 2.2 displays the four traffic queues in one station.

In 802.11e, traffics contend medium access right by AC not by station.

2.1.3 Bad link problem

In [4], they show that EDCA can support better QoS than DCF and PCF
during low and medium load conditions. However, the EDCF-based ad-hoc net-
work saturates and throughput decreases when the load increases. In [5], they
mention that if the high priority users increase, high priority frames must wait
long time in queue. WLAN users vary over the time scale of hours to days, thus

it is hard to guarantee QoS. Especially, some high priority users who are in the
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poor channel condition may waste channel resource. Figure 2.3 illustrates this
case. When the signal strength between-mobile-station and AP turns in to weaker,
the Network Interface Card (NIC) driver in the mobile station will automatically
select a modulation scheme with lower data rate to encode data. Comparing with
the strong signal condition in which NIC driver use the modulation scheme with
high data rate, when we transmit the same size packet, the former needs longer
transmission time which wastes much more network resource. The evaluation re-
sult of [6] displays how the ”"bad link” condition declines the performance of IEEE
802.11e WLAN. This situation will affect the quality of VoIP application, there-
fore we must extend 802.11e with some mechanisms to consider the time varying

network condition. Cross-layer mechanism is this kind of mechanism, and we will

11



introduce it in the next section.

Signal
Strength

Strong 11Mbps [

PHY rate

Weak 1Mbps |

Time

Figure 2.3: Time comparison of two modulation mode.

2.2 Cross-Layer Mechanism

Layering network model is the most common network model. Its concept is
that layer independent makes the design of network protocol simpler. The network
designers of one of these layers enly need to work within their own layer, however
it makes protocol implementation inefficient.

Cross-Layer Design is-a new concept to resolve this situation. It seems like
to merge all network layers mto "a flatlayer, thus information of one layer can be
shared with all other layers.

In [7], it shows that VoIP with Adaptive Multi-Rate (AMR) codec can im-
prove its voice quality better than a traditional codec with fixed data rate. There-
fore we can use the cross-layer concept to design a cross-layer adaptive VolIP appli-
cation which makes VoIP application change codec with the time varying channel

of WLANs. We will explain our method in the later chapter.
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2.3 Policy-Based Network Management (PBNM)

2.3.1 Overview

In 802.11e WLAN, although stations can obtain QoS by service differenti-
ation, it needs an admission control mechanisms to let AP know which stations
are allowed and what kind of actions they should take on these stations. Al-
though 802.11e has defined admission control schemes for EDCA and HCCA, they
are implement-dependent. May be some APs have implemented this but others
don’t. This makes network administrators confused and can be troublesome, thus
we need a centralized admission control scheme. It means the admission scheme
is not implemented in AP but in AP’s upper layer. One of these mechanisms is
Policy-Based Network Management (PBNM) strategy. In this thesis, our system
architecture is based on Policy-Based Network Management. Policy is defined as
a set of rules. Each policy rule consists of a condition clause and an action clause.
If the condition met, the actions in the’action ¢lause are allowed to execute. AP
uses these rules to allocate network ¥esource to many stations and schedules them.
Policy-based management is defined.as the usage of rules to manage the configu-
ration and behavior of one or more entities. PBNM systems have one important
benefit, which the majority of network configuration tasks are simple in nature
and do not require a specialist. The administrator utilizes this benefit to build a

central-controlled network architecture which makes the management task easier.

2.3.2 PBNM Architecture

Figure 2.4 shows the IETF defined PBNM architecture which basically con-

sists of following components [8]:

13



e Policy repository

Policy repository is a container which is used by administrator to store pol-
icy information. We usually seem policy repository as a network-connected
database. Someone who needs policies would acquire policy information from

Policy repository through network.

e Policy Console

Policy Console provides administrator an interface to create policy rules,
where policies are defined in a high-level declarative language. After valida-
tion and conflict test, policies are translated into Object-Oriented represen-

tations and then stored into policy repository.

e Policy Decision Point (PDP)

RFC3198 [9] defines policy server.as A marketing term whose definition
is imprecise”. Now this term betame more precise and known as PDP.
RFC3198 defines PDP as "A-legieal-entity that makes policy decisions for
itself or for other network. elements that request such decisions”. PDP has a
policy consumer in it and use policy consumer to retrieve policy information

from policy repository.

e Policy Enforcement Point (PEP)

RFC3198 [9] defines PEP as ” A logical entity that enforces policy decision”.
PEP would request policy information from the PDP within its domain and
continually monitor if any condition meets the condition clause of some poli-
cies. If there are some policies met, the policy actions will be executed on

the target stations immediately.

14
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Figure 2.4: Policy-based Network Management system.

In [10], they propose a policy-based 802.11e network. It adds a server -
Wireless QoS Enhancer(WQE) to 802.11e WLAN. WQE acts as the PEP and
802.11e AP as the PDP of the PBNM system. WQE has a database which holds
the information about what kind.of serviceruser has been applied. Every time while
a new flow wants to go throught AP, the AP will query WQE about information
of this flow to decide what-kind of actions (set priority) should take on this flow.
If WQE has no information®about: this flow, AP will treat this flow just as ”best
effort” traffic. Although WQE provides a good central-controlled admission control
scheme for 802.11e, there is still a disadvantage. The judgement method of WQE
is by flow. Every time a new flow comes, AP queries WQE once and gets a flow
information. AP must store the information of many flows, thus it is not suitable
for some APs which have strict memory limitation and the network cannot be
scalable. Later we will propose a new policy-based 802.11e network judging by
client which saves memory size and reduce query overhead.

In our architecture, we would like to let RADIUS server act as the PDP and

AP as the PEP. For this goal, we utilize the flexibility of RADIUS protocol. In

15




the next section, we will introduce the concept and RADIUS protocol.

2.4 RADIUS Protocol

2.4.1 Overview

RADIUS is a client/server protocol and software, in which remote client can
communicate with a central server to authenticate and authorize user’s access to
the requested service. In 802.11 WLAN, AP operates as a RADIUS client which
passes the information of user authentication to RADIUS server and receives the re-
sponse from RADIUS server to verify if this user is legal. The response packet may
contain not only authentication response but also other useful information. The
reason why RADIUS packet contains much information is that RADIUS packet is

composed of many different type of attributes.

2.4.2 Operations

Figure 2.5 illustrates:the emtiré authentication procedure of IEEE 802.1x,
but our approach only focuses on the rightsside of this procedure, the RADIUS
authentication procedure.

First, seeing the step 5 in Figure 2.5, the authenticator (Access Point)
starts a RADIUS-Access-Request. Then, RADIUS server sends a RADIUS-Access-
Challenge and waits the challenge text which comes from authenticator. Authenti-
cator puts the challenge text in the Radius-Access-Request and sends to RADIUS
Server. After receiving, RADIUS server validates this challenge text. If it is cor-
rect, then RADIUS server will send a RADIUS-Access-Accept and the supplicant
can start access the network. But if not, RADIUS server will send a RADIUS-

Access-Reject and the supplicant can not access network.

16



. Access RADIUS
Supplicant

Point Server
: ()
—

1. AssociationRequest

Y

2. AssociationResponse

EAPOL

3. EAPOL-Start

4. Request/Identity

5. Response/identity | 5. RADIUS-Access-Request
6. EAP-Request ‘6. RADIUS-Access-Challengg
7. EAP-Response 7.RADIUS-Access-Request
8. EAP-Success ‘8. RADIUS-Access-Accept

9. EAPOL-Key(\WEP)

l€
1€

Figure 2.5: IEEE 802:x authentication procedure.
2.4.3 Attribute

RADIUS packet is consist of many attributes. Figure 2.6 shows its attribute
format [11].  Each attribute is composed of variable length Type-Length-Value
3-tuples. Besides, RADIUS has a special attribute - ” Vendor-Specific”. Vendors of
network equipment can use this attribute to carry some useful information. Figure
2.7 shows the format of Vendor-Specific Attribute (VSA).

First, the Vendor-Id field is used to distinguish each vendor. The vendor
type field is a sub-type of this attribute, therefore the same vendor can carry many

kinds of information. Last, we put the information or value into Attribute-Specific

17



0 1 2
012345678901234567890

Type Length Value . . .

Figure 2.6: The format of RADIUS attribute.

0 1 2 3
01234567890123456789012345678901
Type Length Vendor-Id
Vendor-1d(cont) Vendortype Vendor length

Attribute-Specific. . .

Figure 2.7: The format of RADIUS Vendor-Specific Attribute.

field. Vendor-Specific is such a_uséful attribute that we can use it to achieve our

goals.

18



Chapter 3

System Architecture

In this chapter, we describe the proposed system architecture which includes
policy-based 802.11e WLAN and cross-layer adaptive mechanisms. First, we will
give you an overview of our mechanism is given, then explain these two main

mechanisms.

3.1 The Proposed; Mechanism

In chapter 2, we have mentioned about thé problem of 802.11e. 802.11e pro-
tocol doesn’t consider the timé-varying channel condition of WLAN. However, the
cross-layer mechanism can do adaptation according to current channel environ-
ment. Therefore we propose a scheme to combine 802.11e with a cross-layer VolIP
application. With this scheme, we think VoIP application can perform well in the
changeable wireless network.

In figure 3.1, we use a protocol stack graph to illustrate our mechanism.
In the data link layer, we use 802.11e MAC protocol to handle the media access
contention event and application layer is a cross-layer VoIP application. The arrow
upon protocol stack graph explains that upper layer VolP application can refer

lower layer information to adapt to the current environment.
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Cross-layer Vol PApplication | Application Layer

UDP Transport Layer

IP Network Layer

I[EEE 802.11e MAC Protocol DataLink Layer

Physical Physical Layer

Figure 3.1: Protocol stack of proposed mechanism.

3.2 Policy-based 802.11e WLAN

Figure 3.2 shows our systemarchitecture of the policy-based 802.11e WLAN.
In this PBNM system, we use RADIUS server-as the PEP, in which we store the
Service Level Agreement (SLA) of eacli client. When a mobile station associates to
AP, the hostap daemon (hostapd).in AP will‘help station to finish authentication
procedure. First, hostapd send & Ag¢cess-Request to RADIUS server to start the
authentication process. Then, just as the regular RADIUS authentication pro-
cedure we have described in figure 2.5. Finally, if it is proved that the user is
an authenticated one, RADIUS server responds an Access-Accept message to the
hostapd with a SLA content. After finishing authentication procedure, every time
while packets of this station go through the AP, it uses the SLA of this station to
determine setting these packets into what kind of AC.

Figure 3.3 displays the functional block of RADIUS server, hostapd and AP.

Following, we will explain the detail processes of them. ( See section 3.2.1, 3.2.2

20
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Figure 3.2: Policy-based 802.11e WLAN.
and 3.2.3 )

3.2.1 RADIUS Server

We use an open-source softwarer=rkreeRADIUS [12] as our RADIUS server.
Since FreeRADIUS is an open-source software, we can get the source code and
modify it as we want.

In chapter 2, we have mentioned the Vendor-Specific Attribute of RADIUS
message. The vendors of RADIUS server can use it to add some extra functions
they need. As a vendor, before using this attribute, we must create our own vendor
id and type to distinguish the contents which is added by us. We define the vendor
name as netlab, vendor id as 2810 and create a new subtype - "11E” for VSA, thus
we can use this sub-type to carry the SLA information to 802.11e AP.

Figure 3.4 shows the file which stores vendor name and sub-type values.

21



AP

Receive
Lookup SLADB >
Access-Accept+ SLA N P SLA
l database
¥ Create VSA
Retrieve SLA ‘L

l Add VSAto

Send SLA to AP driver Access-Acceptmessage
Send
(b) hostapd Access-Accept+ SLA
y

Get SLA from hostapd (a) RADIUS

|

Add new client
into client list

Look up client list

i

Classifyfucntion:
Set AC

(c) driver

Figure 3.3: The functional block of RADIUS server, hostapd and AP driver.

FreeRADIUS call this file ”dictionary”. Each vendor has his own dictionary file.
Figure 3.5 displays an example of our VSA. The type value of RADIUS VSA
is 26 and 2810 is the number of our self-defined vendor id. The value of sub-type
1 presents a "11E” sub-attribute which is used to carry the SLA information of
some user. The value of sub-attribute is a SLA information structure.
Figure 3.6 displays the content of SLA file which acts as a small database

which stores the information about someone who has applied what kind of services

22



Netlab's VSA's dictionary

$Id: dictionary.netlab,v 1.0 2006/2/22
6:09:20

FH R o o FH

VENDOR netlab 2810

BEGIN-VENDOR netlab
ATTRIBUTE 11E 1 string

END-VENDOR netlab

Figure 3.4: The dictionary file of FreeRADIUS.

0 1 2 3
01234567890123456789012345678901
26 Lengfh ™ 2810
1 Vendor length

SLA information

Figure 3.5: The example-of Vendor-Specific Attribute.

and the expiration date of these services. In this example, userl has applied voice
and video service and the expiration dates are 2006/7/1 and 2006/8/1. User2 only
has applied a video service expired at 2006/9/1 and the traffic from other clients
who haven’t applied any service would only severed as best effort.

After creating a new vendor and setting down his dictionary and SLA file, we
modify the file - radiusd.c to append SLA information to Access-Accept message.
The SLA information is formatted as a data structure. Figure 3.7 displays this

structure. In this structure, the MAC address of client is stored in ”addr”. AC_VO

23



client userl

{ AC VO EXPIRED DATE = 200 6/7/1
AC VI EXPIRED DATE = 2006 /8/1
}
client user2
{
AC VI EXPIRED DATE = 200 6/9/1
}

Figure 3.6: Service Level Agreement.

and AC_VI are two flags used to describe whether client has applied this service
or not.
struct client gos{
uint8_t addrl[6];
uint8 t AC_VO;
uint8 t/AC VI;
}i

Figure 3.7 ClientQoS structure.

Figure 3.3(a) displays the functions we have added into RADIUS server and

their flow procedure:

e Look up SLA Database

Use the the string name of current authenticating client to search SLA data-
base, if the client name is found which means that this client has applied
some service, then return a formatted data structure - Client_QoS to main

program to present the SLA information.
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e Create VSA

Create a new VSA pair which belongs to vendor netlab. This VSA only
contains a "11E” sub-attribute and its value is the SLA information of this
client.

e Add VSA to Access-Accept message

Add the VSA that we made in the last step into the Access-Accept message.

e Send ( Access-Accept + SLA )

Through the network socket between AP and RADIUS server, RADIUS

server sends the ( Access-Accept + SLA ) message to AP.

3.2.2 Hostap Daemon (Hostapd)

Hostapd user space daemon

A { A

sendto IWSPE N T 80e udp socket to

station ioctl()..| .contralframe RADIUS server for

eapol frame i
\ v send/receive
Dataframefrom| EAP frame

driver authenticatedport
Receivddata
v fromstation Y

WirelessNIC EthernetNIC

|

Figure 3.8: The architecture of Hostap daemon.

Just as figure 3.8 shows that hostapd [13] is a user space daemon for AP

and authentication servers. It implements IEEE 802.11 AP management, IEEE
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802.1X/WPA/WPA2/EAP authenticators, RADIUS client, EAP server, and RA-
DIUS authentication server. The current version supports Linux (Host AP, Mad-
wifi, Prism54 drivers) and FreeBSD (net80211). Hostapd is designed to be a dae-
mon program that runs in the background and acts as the backend component
controlling authentication.

Figure 3.3(b) displays the functions we add into hostapd and their flow pro-

cedure:

e Receive ( Access-Accept + SLA )
Hostapd receives the ( Access-Accept + SLA ) from RADIUS server and
starts handling it.

e Retrieve SLA
Hostapd retrieves the SUA infermation of current authenticating client from
( Access-Accept + SLIZA )-message.

e Send SLA to AP drivér
Hostapd uses the ioctl function' which is provided by C library to pass the

SLA information over the AP driver which is at the lower layer.

3.2.3 Access Point Driver

We use a Corega wireless NIC with Atheros Chipset on it and set it at Host
AP mode which allows a wireless NIC to perform all the functions of an AP. The
driver that AP uses is an open-source Linux driver - Madwifi [14], thus we can
modify it to add some functions that we need.

Figure 3.3 (c) shows the functions we add into Madwifi driver:
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e Get SLA from hostapd

The Madwifi driver (the driver of AP) gets the SLA information from hostapd

which is at upper layer.

e Add new client into the client list

Before this station deassociating, we need this SLA information to classify
packets from it, therefore we use the memory of AP to implement a client list
to store these information. Each time a new station finishing authentication,

we will add its SLA information into the client list.

e Look up client list

Each time while a packet arrives at AP, the Madwifi driver will use MAC

address obtaining from MAC. header to search the client from the client list.

e Classification functions Set AC

After getting the SLA information from last step, the classification function
of Madwifi driver will uge the DSCP field of IP header to classify type of this
packet, then according to SLA"content to determine whether set this packet
to some AC or not. Figure 3.9 is the code of the classification function which
describes about Madwifi driver how to classify packet and set packet’s AC.
The code is a switch-case statement which executes a two-stage examination.
First, the classification function use IP—DSCP (representing the DSCP field
of IP header) to distinguish this packet as voice, video, or just best effort.
After knowing about traffic type, the classification function checks if this
client has applied this kind of service. If it is true, the classification function

will set this packet to corresponding AC. For example, RADIUS server have
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a SLA file like figure 3.6. If there is a packet from client - "userl” arriving
AP and the value of IP—DSCP filed is 0x0Oc, this packet will be classified as
a voice packet. Then, checking the SLA information of userl, the value of
AC_VO is 1 which means userl has applied voice service. Thus we set this
packet to WME_AC_VO, and then AP will use voice priority to schedule this

packet.

switch ( IP->DSCP ) {
case 0x0c: /*Voice*/
if (client.AC VO ==true)
d wme ac = WME AC VO;

break;

case 0x0a: /*Video*/

if (client.AC VI == true)

d_wme_ac_= WME AC Y;
break;

default : /*Best Effort*/
diwme ac =.WME AC BE;
break;

Figure 3.9: The elarification function of AP.

3.3 Cross-layer adaptive VolP application

Since wireless channel is likely influenced by many factors, the channel con-
dition varies with time. However, 802.11e doesn’t consider this kind of varying
environment, it makes the quality of VoIP application unstable. Although 802.11e
is not adaptive, the application can be. Therefore we design a cross-layer adaptive
VoIP application adapting to wireless channel. In this following section, we will in-
troduce the codec selection algorithm of our cross-layer adaptive VolP application

and the implementation details.
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3.3.1 Codec Selection Algorithm

We use figure 3.10 to explain our codec selection method.

A B D
| | | c | |

LPC GSM-8K GSM-16K
5.6kbps 13.2kbps 26.4kbps

Figure 3.10: Codec selection method.

RSSI is a value representing the received signal strength of both the mobile
station and the AP. This value is used to initiate a power change or handoff, thus
the current condition of a wireless channel can be presented by the value of RSSI.
In our cross-layer VoIP application, we request the value of RSSI from NIC driver
every 0.3 second and after we get 10 RSSI values, we count the average of them.
The codec selection functiontefers to-the value of average RSSI to determine which
codec will be used. We separate the value of 0 to'RSSI,,... into four areas, and each
maps to a codec. If the avérage RSSI locates-on area-A, we choose LPC as the
codec to be used by the VoIP application:” Similarly, if the average RSSI locates
on area-B, we choose GSM-8K as the codec to be used by the VoIP application
and so on.

In the following two sections, we will explain how to implement this cross-

layer adaptive VolP application.

3.3.2 WRAPI

In last section, we have remarked that our codec selection algorithm must

use RSSI as reference. However, a normal NIC driver cannot supply the value of
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RSSI to upper layer application. Fortunately, there is a excellent project - WRAPI
which provides us a convenient way to get the value of RSSI.

WRAPI [15] is a software library that allows applications running in user
space on mobile end stations to query information about the IEEE 802.11 network
they are attached to. Before starting to code with WRAPI, we should prepare

these things which are listed on the web site of WRAPI:

e Hardware requirements

— A wireless LAN based on the IEEE 802.11b standard, configured with
one or more access points in infrastructure mode

— A high-performance laptop or workstation with an X86 processor.

—  Wireless Network adapters (NICs) from any hardware vendor for an
[EEE 802.11b-based wireless-LAN:

e Software requirements

—  Windows XP operating system
—  Windows XP miniport drivers for the NIC

—  Windows XP DDK (driver development kit)

Figure 3.11 explain that by WRAPI, application can get the value of RSSI
from NICs.

3.3.3 Implementation of VolP application

The Robust Audio Tool (RAT) [16] is an open-source audio streaming appli-

cation which also supports many codecs with different bit rate. Thus we modify
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WRAPI

A

RSSI

Network Interface Card

Figure 3.11: WRAPI.

RAT to refer to the value of RSSI and change the codec it used to adapt to the
time varying channel condition.

We use Microsoft Visual C++ 6.0 as developer tool. In order to monitor
channel condition by WRAPI, we add a program - rssi.cpp which includes several
functions listed in figure 3.12. At beginning of the main program of RAT, it will
create two threads. One callsthe mon_rssi function to get current RSSI every 0.3
second and the other calls the count-avg:rssi function to count the average value
of last ten RSSI. After getting the average RSSI, the count_avg rssi function will
determine which codec the VeolIP application should use according to the value of

average RSSI and then call the Set_Codec function to change codec.
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Figure 3.12: The RSSI-relatived functions.
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Chapter 4

Performance Evaluation

In this chapter, we describe our experiment environment and analysis.

4.1 Experiment Environment

In our experiment environment, in order to be close to the real Internet,
we use NIST Net [17] to emulate the Internet.latency and packet loss probability
between endpoints. Figure 4.1'shows the experiment framework which we use
NIST Net.

Between subnet 140.113.167 and subnet 192.168.1 we use NIST Net to em-
ulate a Wide Area Network (WAN). We set the latency of this emulated WAN in
all of our experiment. The traffic must flow from subnet 140.113.167 to subnet
192.168.1 or from subnet 192.168.1 to subnet 140.113.167, thus it will go through
the emulated WAN. Besides, we use network experimental software - NetIQ Char-
iot which can order endpoints to generate the original, non-adaptive VoIP traffic
which we use to increase high priority traffic. With the traffic which is generated
by NetIQ Chariot, our experiment will be more close to the scenario of real-world.
After that, based on these traffics we use cross-layer adaptive VoIP and the origi-

nal, non-adaptive VoIP flow to observe the difference between these two methods.
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192.168.1.101 192.168.1.102
Figure 4.1 The framework of emulated WAN.

Later, we will explain the experiments that we design to observe the performance

of our cross-layer method.

4.2 Experiment: adaptive v.s. non-adaptive VolP

Figure 4.2 displays the traffic flow that we build in this experiment. Flow
(1) is a g.711 (64kbps) VoIP flow which is generated by Netl() Chariot endpoints
from MS-1 to MS-4 to increase high priority traffic. Flow (2) is created by our
modified-RAT VoIP application. We change RAT from non-adaptive mode to

adaptive mode to observe their difference.
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Figure 4:2: The VoIP flows-of experiment.

We made three tests in different scenarios. In scenario one, RAT used fixed
64kbps data rate and let MS-1 walk back and forth to change the value of RSSI.
The same as scenario one, in scenario two, RAT used fixed 5.6kbps and scenario

three changes is adaptive RAT that changed data rate according to current RSSI

value.
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Table 4.1 shows the one-way delay of VoIP flow (2) of these three scenarios.
We did five tests in each scenario. The one-way delay of fixed 64kbps VoIP flow is
approximately 88 ~ 134 ms, fixed 5.6kbps VoIP flow is 27 ~ 39 ms and adaptive
VoIP is 33 ~ 46 ms.

Table 4.1: The one-way delay of three scenarios.

TestNo | Fixed64kbps (ms) | Adaptive (ms) | Fixed5.6kbps (ms)
1 104 33 39
2 134 37 27
3 111 32 33
4 109 46 31
D 88 35 30
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Figure 4.3 shows the average delay of these three scenarios. Fixed 64kbps
has the highest delay, and fixed 5.6kbps has the lowest delay. However, the delay

of the adaptive codec lies between them.

120

109.2

100 b

80| b

60 b

one-way delay(ms)

40+ 36.6 7
32

fixed(64kbps) adaptive fixed(5.6kbps)
VolP codec mode

Figure 4.3: The average delay of three scenarios.
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Figure 4.4 displays the average packet loss rate (PLR) of these three sce-
narios. The PLR of fixed 64kbps is highest, and that of fixed 5.6kbps is lowest.

However, the PLR of the adaptive codec lies between them.

2.68%

packet loss rate (%)

fixed 64kbps adaptive fixed 5.6kbps

VoIP codec mode

Figure 4.4: The average packet loss rate of three scenarios.
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Although fixed 5.6kbps has lowest delay, its voice quality is the lowest one.

Voice quality was traditionally reported as a Mean Opinion Score (MOS) on a scale

from 1 tob where 1 is the lowest and 5 the highest. Table 4.2 displays the MOS of

these four codecs we used.

Table 4.2: The MOS of codecs that we use.

Codec

G.711(64kbps)

GSM-16K (26.4kbps)

GSM-8K(13.2kbps)

LPC(5.6kbps)

max MOS

4.1

3.92

3.6

24 ~3

During the test of adaptive VoIP application, we also keep track of the num-

ber of packets transmitted with these four codecs. Figure 4.5 shows the percentage

of packets which is transmitted with each codec.

We count the average MOS and. bit rate of this adaptive codec according to

the percentage values:

e average MOS=4.1x17.39%+3.92x34.38%+3.6x24.03%+3 x 24.2%=3.65

e average bit rate= 64 x 17:39%+26.4x34.38%+13.2x24.03%+5.6 x 24.2%=24.73kbps

In table 4.3, we summarize the experiment results. From these results, we

can realize that adapting codec with time varying condition can has lower delay

than a fixed codec with large data rate and better sound quality than a fixed

codec with small data rate. Thus cross-layer adaptive VoIP application performs

well than a VoIP application with fixed bit rate.
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Figure 4.5: Number of packets transmitted with each codec.

Table 4.3: The summary of experiment results.

G.711(64kbps)

Adaptive Codec

LPC(5.6kbps)

Avg. delay 109.2 36.6 32
Aveg. PLR 2.68% 1.22% 1.17%
MOS 4.1 3.65 2.4 ~ 3
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Chapter 5

Conclusions and Future Work

5.1 Conclusions

In the past few years, VoIP becomes the most popular technology and will be
a kind of ”Killer Application”. Wireless Local Area Network (WLAN) let people
can use VoIP everywhere as long as that area.is covered by WLAN radio. In order
to support QoS on WLANSg; 802.11¢ enhaneces the MAC procedures of 802.11 to
give VoIP traffic higher access priority than data traffic.

In this thesis we impletaenta policy-based 802.11e WLAN which is an ad-
mission control mechanisms to let AP know which stations are allowed and what
kind of actions they should take on these stations.

Although 802.11e can support QoS, it doesn’t consider the varying channel
condition. Therefore we use a cross-layer adaptive VolP application which can
change its codec according to current RSSI value. With this cross-layer adaptive
VoIP application, one-way delay can be lower than traditional codec with fixed
large data rate and gets better voice quality than a codec with fixed small data

rate.
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5.2 Future Work

Our policy-based 802.11e WLAN does the admission control job on traffics
under this WLAN, however we can not control the behavior of user’s own machine.
It means we can not control the contention procedure of up-link traffic, but only
down-link traffic. The thing how to schedule up-link traffic depends on the Wire-
less NICs on user’s machine, thus AP can only schedule down-link traffic. This
situation may violate the benefit of the payer. Thus in the future we will add a
up-link traffic scheduling method into the transmission queue of AP to schedule

up-link traffic according to policy rules as we describing in chapter 3.
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